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Preface

Preface
Intended Audience

This document is intended for the following audience:
e Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

Introduction provides brief information on the overall functionality covered in the User Manual.
The subsequent chapters provide information on transactions covered in the User Manual.
Each transaction is explained in the following manner:

e Introduction to the transaction

e Screenshots of the transaction

e The images of screens used in this user manual are for illustrative purpose only, to provide
improved understanding of the functionality; actual screens that appear in the application
may vary based on selected browser, theme, and mobile devices.

e Procedure containing steps to complete the transaction- The mandatory and conditional
fields of the transaction are explained in the procedure.

If a transaction contains multiple procedures, each procedure is explained. If some functionality is
present in many transactions, this functionality is explained separately.

Related Information Sources

For more information on Oracle Banking APIs Release 18.1.0.0.0, refer to the following
documents:

e Oracle Banking APIs Licensing Guide

e Oracle Banking APIs Installation Manuals
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File Uploads

2. File Uploads

Outside Inn - This is used for parsing XLS,XLSX in file uploads module. This library for all
platforms can be download from

http://www.oracle.com/technetwork/middleware/webcenter/content/oit-dl-otn-097435.html
Search Export — 8.5.3

Update the path for exepath in sx.cfg located at config/outsidein/linux64
Eg.

exepath /scratch/container/config/outsidein/linux64/exporter

For other platforms merge the sx.cfg configurations
Grant 777 privileges for Outsideln directory

/seratch/config/outsidein/linuxgd/

MName Size Changed Rights Owner
8/30/2017 11:02:12 PM PAWKTWX A root
wcredir f29/ FH RN TWCAW I root
di T3KB  12/29/2017 7:11:01 PM
sxsample f29/ FH RN TWCAW I root
pl 8KB 12/29/2017 7:11:01 PM
ﬂ sxcfg 26 KB 12/28/2017 7:11:01 PM P TWX root
rocess_isolate_sample_unix 7 /29/2017 T:11: PWXTWXTWX root
p isol pl i 1TKB  12/29/2017 7:11:01 PM
ailin f29/ FH RN TWCAW I root
ilink 624 KB 12/29/2017 7:11:01 PM
ibww_gdlib.so {29/ IR PARCTWX WX root
libww_gdlib 86 KB 12/29/2017 7:11:01 PM
ibwv_coreso , /29/2017 T:11: PWXTWXTWX root
liby 4696 KB 12/29/2017 7:11:01 PM
ibvs_zip.so /29/2017 T:11: PWETWXTWX root
libvs_zip 18KB  12/29/2017 7:11:01 PM
|| libws_yim.so 21KB  12/29/2017 7:11:01 PM PRI root
|| libws_xy.s0 2BKB  12/29/2017 7:11:01 PM PRI root
ibvs_xps.so /29/2017 T:11: PWETWXTWX root
librvws_xp A KB 12/29/2017 7:11:01 PM
ibvs_xmp.so /29/2017 T:11: PWETWXTWX root
liby p 13KB  12/29/2017 7:11:01 PM
ibvs_xml.so /29/2017 T:11: PWETWXTWX root
liby | 22KB  12/29/2017 7:11:01 PM
ibvs_xlsh.so /29/2017 T:11: PWETWXTWX root
libvs_xlsh 194 KB 12/29/2017 7:11:01 PM
ibvs_xl12.50 /2972017 7:11: PWXTWHIWK root
libws_xl12 229KB  12/29/2017 7:11:01 PM
ibws_xl5.50 /2972017 7:11: PWXTWHIWK root
libyws_xl 5. 292KB  12/29/2017 7:11:01 PM
ibws_ws2.s0 /2972017 7:11: PWXTWHIWK root
liby 2 20KB  12/29/2017 7:11:01 PM
ibvs_ws.so /2972017 7:11: PWXTWHIWK root
liby 30KB  12/29/2017 7:11:01 PM
ibvs_wpw.so /2972017 7:11: PWXTWHIWK root
liby B S50KB 12/29/2017 7:11:01 PM
ibvs_wpml.so /2972017 7:11: PWXTWHIWK root
liby pml 22KB  12/29/2017 7:11:01 PM
ibvs_wpl.so /2972017 7:11: PWXTWHIWK root
liby pl 26 KB 12/29/2017 7:11:01 PM
1DWs_W| S0 J 23y [ H A H PAWIXIWX WX roct
lib pg 48KB  12/29/2017 7:11:01 PM

e 44 KR 4N AT T 44 A4 Re g

If the files uploaded are encrypted, the key used for file decryption by default decryptor is stored
in database in digx_fw_config_all_b with prop_id as ‘ENCRYPTION_KEY’.Out of the box the key
is store in database in digx_fw_config_all_b. The same key is used by default encrypter to
encrypt extracts/response files If this is to be stored in WLS connector update the property as
below

update digx_fw_config_all_b set prop_value='KEY_STORE' where
prop_id=ENCRYPTION_KEY_LOCATION;

Update the encryption key in connector as below —

File Upload Report Configuration Guide 5



http://www.oracle.com/technetwork/middleware/webcenter/content/oit-dl-otn-097435.html_

File Uploads

ORACLE WebLogic Server Adninisalien Console 12¢

= @ vome Log Ot Preferences [ necod kg welcome, shantanu.d | conmocted t: oba_doman
e Hama »Summary of Deploymants
Gick he dock & £dr buttan to oy, add or | Summnary of Deployments
Gelte gems  ths dom:
Contgurstion | Contet | Moneeny
Lock & Edit. i
Reicase Cenfiguraon
s st dplays the ot of v aggicanans and tandilens appbeation madus tsled to i doman
Damain Structure You can delete instalied d modules from the domam by selecting the checkbax next to the appheation name and then using the controls on this page.
e aiors o nstala e apphcationar mochdefo Geplyment o targes i his doman, chck Tnstal
L —
Sk  Customize this table
Securty Rasims
S amerspersviy
- Dingnostics Gelain Shoveng 110 72 of 71 srevous | ness
Hame State  Heath  Type Targets Scope | Domain Partitions | Deployment Order
i orace buinesedion(1.0.12 Actve brary Admingerver, ob_huter | Gobal 100
o0 orace doman{ 1.0,12.2.1.11) Actve Ubrary Admingervr, obi_chter | Giobal 100
How do = 201 race o mebsce(1.0.12.2..00) Actve brary [PEE———— [ 100
o nstall an entepese sppication ¥ (R AuHOBEAR Meive | OK | Entepse dgplcation | cbé,_chater Gt o
'« Canfigure an enterprise apphcation T T T
o 40 e T o BatchResourceadspter actve W ox | Entesprise Apphcasion obébe_chster Glsbal o
+ Usdsi (redesiy) an eneranse spghcaion ? ! I I
.  coherence-transaciion Adve ¥ 0K | Resource Adater AdminServer, obd_chister Gotal 100
. T T ——— Adtve (@ oK | Enwpse dgphcation | obd_chster Gt 100
* Hedhies )
T ——— ur :
System Status. 8 (@ " ) | Resdurce Adagte |
et of umaing Servers 3 of 2:09 P e -
I Fated () None to display
I it = Web Services
Overlaaded (1) MNane to disolay
1 jarmng (0) {
% PR com.ofss. dige. app. chatbot Active | 0K Entesprise Apphcation ‘obdx,_chuster Global ]
P —— Actve | ox | Entepee dpplcation | cbé_chster Gt o
T e —p— Actve  |WoK | Enterprse dppkcation | obde_chister bl 0
s ignchatbot{ 172080201 0721131 Acte Ubrary AdninServe, obds_dute Gt 0
Active | O Web apglication AdminServer, obdr_chuster Global 5
Active | O Enterprise Apphestion AdminServer Global 400
Actve Ubrary Adminserver b 100
ORACLE Weblogi Server amneatoncors 12z -
== @ Home Log Ot Preferences elp Velcome, shantanu.d | Conneces t: obd,_domain
P S ——
Chick the Lack 8 £dit button to mody, add or Settmgs for com.ofss.degx.conmector.rar.
deete fems i this coman.

Overview | Confiquration | Security | Conirol | Testrg | Meniterin
— o ity ng 0

Foles | Polcies | Outbound Credentisl Happings | Inbound Prnciel Magpings | Principsis

Quibound credentisl magpings let you map WebLogic Server usermames o usemames i the Entesp ta which you wast Vou can use defaul autbound credental mappings for all utbound conmection poo inthe resource adapter, ar cpecfy partcular outbound
eredential mappings for indvidual connection pesl. This page contams the table of autbound tredental mappings for ths resaunce

| Customize this table.

Outhound Credential Happings

Hew Showing 1to 1 of 1 Previous | Nest
s E—— \
oot et REORTS |
i Fryr—r
e -

« Create outbound eredential map

+ Gelete sutbound credential mappings

System Status
Health of Running Servers as of 2:10 P

[ crteal (0
Overloaded (8]
[ Warning (0)

—

= L
Click New > Select ra/DIGXConnectorFILEUPLOAD > Next > Select Default User

In password field enter the encryption key
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File Uploads

Welconme, shantand | Connacted to: obdx_domain

ORACLE WebLogie Server Asnnstato

.............
Health of Running Servers as of 2112 P

Reports in OBAPIs can be used with Internal Reports Engine or Oracle BI.

Out of the box reports work with internal reports engine. To change the pointing to Oracle
Bl Publisher run the below query. This can be for all or some reports

Note - A8_C2_PENDING_APPROVALS works only with BI.
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Reports — Bl Configuration

3. Reports — Bl Configuration

1. Execute below query for those reports which need to pointed to Bl
update digx_rp_definition set provider='BI', allowed_formats='"PDF~EXCEL";
Update Bl webservice URL as

Update digx_fw_config_out_ws_cfg_b set url="http://<Bl Host>:<BI
Port>/xmlpserver/services/v2/ReportService?WSDL' where service_id="runReport’

2. Login to Bl and navigate to Administration link. Add JDBC data source
a. OBAPIs = Points to OBAPIs schema
b. BAT121 - Points to UBS EXT schema

JDBC | INDI  File LDAP | OLAP Web Services HTTP | Content Server

Data Source Name Connection String Delete
E dbccoracleth 522/FC

ORACLE' a1 publisher Enerprise sexth . Administration Help v

Administration Home Catalog New v Open Signed In As

3. Add OUD data source — OUD-aon (Required only for User Creation Report and using LDAP to
store users)

ORACLE’ b1Publisher Enterprise sauch 4l . Adwinistration Ko+

. Loap

Dot Sources
JOBC INDL  File |LDAP OLAP Web Services HTTP  Content Server

LDAP Connection URL Delete
Idaps/f mumdi0 an.in, oracle.com: 138

Administration Home Catalog Hew v Open v Signed In As  administrator

4, Upload all xdoz and xdmz from config/resources/report/obill7 (Some reports may have more
then one xdmz’s) (All xdoz and xdmz can be copied inside OBAPIs.xdrz and uploaded at once.
Empty xdrz is supplied in the ‘config\resources\report\obil17’)

Eg. A1_USER_PARTY.xdmz — (OUD)
Al _USER_PARTY_DBAUTH.xdmz — (DB Authenticator)

Al_USER_PARTY_OPEN_LDAP — (Open LDAP)

Select the appropriate xdmz and map to xdoz as shown below -
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Reports — Bl Configuration

€ C | O ofss310661 mipserver/senviet/catalog?_sTkn=8b01fee «la 0O P 0
ORACLE' i Publisher Enterprise Search Al v O, Administration  Help ¥ Sign Out +=+
Catalog Home Catalog New v Open v  SignedinAs  administrator v
+v & S nB Location My FoldersOBDX v o
Folders [y A16_EXTERNAL_PAYMENT_REPORT  LastModifed 6/7/17 0.42 AM  Created By admineswvator -
| Scheduls Jobs  JobHistory Edit  More v
4+ Wy Folder
[y ALUSER PARTY  Lastlosted 51617 122PW Created By acmiistator
» e G54 ] Opan Schedule Jobs Job History Edit Mora v
1 Shared Folders [y A2_RESOURCE_CHILDROLE LastModed 5116/17 122 PM  Croated By adminiskator
» B Gompeosais | Open Scheduls Jobs Jobistory  Edt
» B Samples [ ALWALLETKYC Lasthlodted S16/17 122 PM _Crested By adminis¥ator
£} Opan Schadule Jobs Job History  Edit More v
AWALLET_DETAILS  Lost Modifed 5116/17 122 P Created By administator
5] Opén Schedule Jobs JobHistory Edit More v
. AS_WALLET_TRANSACTION  LastModied 516/17 122 PM  Created By administrator
B3 Opin’ schedule Jobs Job History Edit  hlore v
AT_APPROVAL_RULES  LastModified 5/16/17 122 PM  Created By administrator
[ undesned
Open. Schedule Jobs JobHistory Edt Mote v
B A7_C1_WORKFLOW_PANELS  Last Modifed 522117 1134 AM  Created By administrator
&3 Open Schedule Jobs JobMistory Edit e v
I AB_C2_PENDING_APPROVALS  Last Modifed 5/16/17 122 PM  Created By admnistrator
1 Opan “Schedule ~ Jobs  Job Hislory  Edit  Mora v
. CI_PARTY_FI_MAPPING  LastModified 516/17 122 PM  Created By administrator
i [ Opin Schedule Jobs JobMistory Edt Mors v
[y CA_PARTY_PAYEES LastModifed /16117 122 PM Created By admnisirator
B3 Goin sciiedule Jovs Job History Edit Mote v
[y C5_USER_FLMAP LastModifed 511617 122 PM _Created By adminishotoe
[ Goan Scheduls Jobs Job History Edit Mora v
CO_FILUSER_MAP  LastModifed 5/16/17 122 PM  Created By administrator
Gpan  Schedule Jobs Job History Edt  Mote v
Tasks
i C7_USERGRP_PARTY  LastModifled 5/16/17 122 PM  Created By administrator
im 0BDX I] Opan  Schedile Jobs JobHistory Edt More
B Expand + Upload A16_EXTERNAL_PAYMENT_REPORT  LastModifed 67/17 0.3 AM  Created By administrator
- o Eon tore v
X Delete &, Downlond
A1_USER_PARTY  Lasthlodiied S/16/17 122 PM _ Created By adminisrator
B Copy Heu Eoil Moo v
i) Rename A2_RESOURCE_CHILD_ROLE  LastModifed 5/16/17 122 PM  Created By administrator
; Chiid Role
§ Parmisions  m Properse N
4 Expor XLIFF
2 Expot Xt AI_WALLET_KYC  LastModed 516/17 122PM  Created By administrator
€6 More v -
&« @ |®ufssS‘IOﬁﬁW:9502,‘xm\pserver,’servlet,«'editor/report?_xdm:/v-admin\strator,’OBDX/'M_USER_FARTY‘xdn o ﬁ-\ o] [~ I~ o B8 :
ORACLE" BlPublisher Enterprise Search Al o O, Administation  Help v Sign Out ===
A1_USER_PARTY Home Catalog New ¥ Open ¥ Signedn As
Data Model A1 _USER PARTY O, o Parameters  Properties  View Report [E] (%]

A1_USER_PARTY
Edit | Properties | Delete

Select the data model and save.

For multi entity reports create separate directories as shown below
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Reports — Bl Configuration

U3 and U4 are multi entity reports

¥ o - - o @ :

& > C | @ ofss310661: xmlpsel

ORACLE' BiPublisher Enterprise Search Al v O, Administration  Help ¥ Sign Out ===

Catalog Home Catalog New ¥ Open v Signed In As  administrator v
vy o MK X 2~ Location /My FoldersiOBDX v o

OBDX_BU  Last Modified 12/18/17 935 AM  Created By administrator

Folders —
B0 Epand More v

4 My Folders

»

4 Shared Folders

=_ OBDX_BU1 LastModified 12/18/17 3:52 AM  Created By administrator

I8 Ewpand More v

A18 ] RNAL_PAYMENT_REPORT Last Modified 12/18/17 9:35 AM  Created By administrator
» Bm Components Open  Schedule Jobs Job History Edit  More ¥
» B Samples A1_USER PARTY LastModified 12118117 935 AM  Created By administrator
Open Schedule Jobs JobHistory Edit More v

A2_RESOURCE_CHILDROLE Last Modified 12/18/17 9:35 AM  Created By administrator
Open Schedule Jobs Job History Edit More v

A3_WALLET_KYC  Last Modified 12/18/17 935 AM  Created By administrator
Open Schedule Jobs JobHistory Edit More v

Tasks ] A4_WALLET_DETAILS Last Modified 12/18/17 9:35 AM  Created By administrator

Open Schedule Jobs JobHistory Edit More v

m OBDX A6_WALLET_TRANSACTION  Last Modified 12/18/17 9:35 AWM Created By administrator

- Open Schedule Jobs JobHistory Edit More v

i Expand 1, Upload

% Delets + Download AT_APPROVAL_RULES  LastModified 12/13/17 0:35 AM  Created By adminisirator

= undefined
|.‘ Copy ouo Cut Open Schedule Jobs JobHistory Edit More v
Paste EI] Rename A7_C1_WORKFLOW_PANELS  Last Modified 12/18/17 9:35 AM  Created By administrator

Open Schedule Jobs JobHistory Edit More v
§ Permissions 5@ Properties
AB_C2 PENDING_APPROVALS  Last Modified 12/18/17 9:35 AM  Created By administraior

[} Export XLIFF Open Schedule  Jobs Job History Edit Mare v
5. Note the user used for Bl console and the folder in which these artifacts are uploaded.

Update the paths if required —

select * from digx_fw_config_all_b where category id="reportconfig’ and prop_id like
'BI_ABSPATH%'

Oracle Bl Credentials are stored in WLS connector
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Reports — Bl Configuration

Change Center
View changes and restarts

Cick the Lock & EdFbutian to modéy, add or
delete gems i this doman,

Lock BEat

Release Configuration

ORACLE WebLogic Server Adninisalien Console 12¢

@ Home Log Cut Preferences (B nocord Help
i > Summary of Deplogamants

Summary af Deplayments
configurstion | Contrl | Moneang

dplars the bat of J0va €€

|#

standulone

e ——
#-Emmaronment

You can delete instaled 2ppi

o thes doman.

To instal a new apphcation o module for deployment a target i this domain, cick Install,

the doma by selecbag the checkbax next to the application name and then using the coatrols on this page

Welcome, shantanu d | Connected to: obax_domai

rrmentd ¥ Customize this toble
#-Services
Securty Reaims Deployments

SH-intespersvity

- Diagnostis Updata| [ Diolain Showeng 11071 f 71 Previous | et
Hame & State  Wealth | Type Targets Scope | Domain Partitions | Deployment Order
. vacie businessediter{1.0,12.2.1.1.0) Actve Libesry AdminServer, obd_chter | Global 100
ot avace doman{1.0,12.2.1.1.0) Active Ubrary Admingerver, obd_chster Glsbal 100

HowdoL.. 0 ernde dumam mebaoe(L0,12.2.1.L0) Actve o Adminserver, obd_chiter Gt 100

[ T— © (3 fudpoEsR Mctive |WOK |Eneprse Appication | obd_chster Giobal 0

+ Canfigure an enrprie applcation
Wy patchResourcedsgter scve | Erverpre agpleston | obd_chter Glotal o

o Updsie (redeshey) an enterarse applcation lt nam ox rerprise agp x

« Wonitor the medules of an antarpnse s oherence-transactorrar sctve | OK | Resource Adsoter AdminServer, obde_chster | Gobal 100

o Dosloy 18 modues = E comfss dig.agg. comnector Acve | 0K | Enterprise Applcation | cbd_chter Glkal w0

o Install a We lication — T T

Insall a Web applicatc [

F— ( @om st dancomucan ) | asource schoar

Maalth of Ruseng Servers a3 of 2:09 P R "

I . Hone ta display

I 5 Wb Senvices

[ Overkosded (0) wone a diiny

I Warmeg (0) T

[F—er 5 PR com.ofes dg. app.chatbot.rest Acve | #OK | Enterprce dpphcaion | obd_chter Gt o
i com.sss dig. . servce sk Actve |#OK | Entepese Rgplcation | cbe_custer Gletal o
® £ com.ofs . a0 svice 5080 Aave | WOK | Enterprse opicaton | obd_Chster Glbal 0
o ofss. g, chatbot(17.2.0,0.0,201707211119) Active Ubrary AdminServer, obs_chister Glal 0
8 DMS Applcation (122110} Acve | oK | Web Appication AdminSeruer, sbd_chster Gsbal s
 pem Actve | oK |Enemrise dpplcation | Adminserver Gistal ™
 emagentsdhamplnn Ja(12412.1.040) Actve Lbrary Admingerver Gobal 100

Add outbound credentials for this application, by following below steps.

» Browse to the deployed connector application > Security > Outbound Credential Mapping

section

Ovenview

Roles  Policies

Settings for com.ofss.digx.connector.rar
Configuration = Security = Control = Testing

Outbound Credential Mappings

b Customize this table

Monitoring

Inbound Principal Mappings

Principals

Outbound credential mappings let you map WebLogic Server usemames to usernames in the Enterprise Information System (EIS) to which you want to connect using a resource adapter. You can use defay
credential mappings for individual connection pools. This page contains the table of outbound credential mappings for this resource adapter.

Outbound Credential Mappings
New | | Delete
| | WLS User & EIS User ‘Outbound Connection Pool
There are no items to display
HNew | Delele

File Upload Report Configuration Guide
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Reports — Bl Configuration

Create a New Security Credential Mapping
Back | Next| | Finish | Cancel

Outbound Connection Pool
Which Outbound Connection Pool would you like the credential map to be associated with? Selecting Resource Adapter Default will configure

P Customize this table

Create a New Security Credential Map Entry for:

| | Outbound Connection Pool &%

¥ | ra/DIGXConnectorBIREPORTS

|| | ra/DIGXConnectorFILEUPLOAD

|| | ra/DIGXConnectorMERCHANT

|| | Resource Adapter Default

Back | Next| | Finish | Cancel

» Select Default user option

Create a New Security Credential Mapping
' Back Nexl_l Finish I Cancel |

WebLogic Server User

Select the WebLogic Server User that you would like to map an EIS user to. Selecting 'User for creating initial g
authenticated WebLogic Server user that does not have a credential mapping specifically for them. Selecting |
This user must be a configured WebLogic Server user.

User for creating initial connections
¢ Default User
Unauthenticated WLS User
' Configured User Name

Weblogic Server User Name:

| Back | Nexl,l Finish | Cancel |

» Enter administrator credentials of BIP and click Finish
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Reports — Bl Configuration

Create a New Security Credential Mapping
Back | [Hex | Finish | Cancel

EIS User Name and Password

Configure the EIS User Name and Password that you would like to map the WebLogic Server User to:
* Indicates required fields
Enter the EIS User Name:

* EIS User Name:: administrator

Enter the EIS Password:

* EIS Password::

* Confirm Password::

Back | Next | Finish ‘ Cancel

Home
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